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Create a classifier to determine if a 
sentence is formal or informal to direct the 
input through the proper functions.

Employ context motivated normalization to 
increase tagging and classification 
precision.

Create a framework and interface for 
integrating custom sensitive data into the 
classifier using ML techniques for learning 
regular expressions positive and negative 
examples.
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Measure and improve category recognition 
to increase precision. 

Our general algorithm makes no 
assumptions about the input, however for 
many types of possible inputs such as 
emails, or phone messages there are 
structural features which are available to 
make smarter decisions about what text is 
sensitive.

Identify prompts for sensitive data, and 
their answers using syntactic dependency 
parsing [1], keywords, and word vectors [2].  

Score how close the parties engaged in a 
conversation are.

Question-Answer Pattern

Relationship Quality

Contextual Features

Graph centrality measures for sentence 
complexity [3].

Sentiment and polarisation analysis for 
emotional features. 

Length of messages, response time, number 
of messages.

Total amount of sensitive data in the 
conversation.

Recall Precision

93% 87% 90%

44%

ScrubadubOurs

We ran both algorithms on a random subset 
of with more than one hundred messages, 
and recorded the number of true positives, 
false positives, and false negatives. Our 
algorithm gives a significant improvement in 
recall while only experiencing a minor drop 
in precision. Overall our algorithm achieves 
an F1 score of approximately 90% versus 
scubadub which achieves approximately 
60%. 

Manual inspection of the results suggests 
the normalization step is a major factor to 
both the increase in recall and the drop in 
precision. 

Overall Performance

Algorithm Overview

Resolve Conflicts

Parse with Regular 
Expressions

Normalize Spelling
Normalize Grammar
Normalize Extras

NER Formal
NER Informal
<LOC> Formal
<LOC> Informal 

Tokenize

Background & Motivation
Sensitive data scrubbing has a wide range of applications ranging from enabling 
intuitive document anonymization tools to enhanced lock screen privacy on mobile 
phones. Existing solutions to identifying sensitive data in text rely heavily on the 
quality of text, and as a consequence their accuracy drops significantly in the 
context of natural speech. We describe a system which uses a variety of concepts 
from machine learning, natural language processing, and computational linguistics to 
achieve a significant improvement in recall of labeling sensitive data. Additionally, we 
detail a set of larger contextual features which are meant to augment the general 
model within specific domains that involve an active conversation. 

Details

Normalization

Resolving Conflicts

Location Classification

We generate a vector containing a 
combination of word and sentence level 
features to be used as input to a SVM-
based classifier. Below is a list of notable 
features.

Our approach to normalization involves 
performing a series of transformations such 
as capitialization, spelling correction, 
grammar correction, and removal of 
repeating characters to the input text.

The classifcation stage (blue) produces a 
list of (word, label) pairs. We define an 
ordering of all such labels in order of 
sensitivity, for use in resolving conflicts. For 
example,

Capitialization

Specificity of Time

Importance

resolve [(“ghc”, “NONE”), (“ghc”, “LOC”)]

!!==> (“ghc”,“loc”).

Nearby Prepositions

Keyword Metric

Tense.


